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Customer Service Policy for Penetration Testing Page topics
Other Simulated Events Open all
Other Simulated Events &
Red/Blue/Purple Team Testing +
Permitted Services Prohibited Activities
Volumetric Testing +
« Amazon EC2 instances, WAF, NAT Gateways, and Elastic Load Balancers Customers seeking to test non approved services will need to work directly with T -
« Amazon RDS AWS Support or your account representative.
+ Amazon CloudFront « DNS zone walking via Amazon Route 53 Hosted Zones MEENGE =g +
» Amazon Aurora « DNS hijacking via Route 53
Requesting Authorization for Other Simulated Events +
= Amazon APl Gateways « DNS Pharming via Route 53
* AWS AppSync « Denial of Service (DoS), Distributed Denial of Service (DDoS), Jesting Conclucion +
* AWS Lambda and Lambda Edge functions « Simulated DoS, Simulated DDoS (These are subject to the DDoS
« Amazon Lightsail resources Simulation Testing policy Port flooding
« Amazon Elastic Beanstalk environments « Protocol flooding Malware TeStlng IS the praCtlce of SUbJeCtlng malicious files or
+ Amazon Elastic Container Service » Request flooding (login request flooding, API request flooding) programs to app“cations or antivirus programs to improve Security
« AWS Fargate « 53 bucket takeover
I features.
+ Amazon OpenSearch Service + Subdomain Takeover
= Amazon Fx Prohibited Services for Qutbound Penetration Testing - -
+ Amazon Transit Gateway Customers seeking to perform Malware Testing must
« Amazon APl Gateway = = =
Customers seeking to test non approved services will need to work directly with AWS Support or your Su bmlt a SImUIated Events form for reVIew-

account repres entative.
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Simulated Event Submissions Form

Complete the form below for Simulated Event type testing of Amazon AWS Services,

Customer information

Email Address

Provide us with your email address for correspondence

Details of the source(s) simulating the event type

Account 1D of Source
Add an account 1D or NA, if not applicable

Mon-AWS Source |P addresses

Add one or more |P address{es) or NA, if not applicable
Mote: Use commmas to separate multiple IP addresses
AWS Regions

List all the AWS regions in the scope of testing

Mote: Use commas to seperate multiple regions IDs

Details of the destination(s) to which the event is being simulated

Account 1D of Destination
Add an account 1D

o
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Security] analyst

AWS malware analysis account

£ @ Dedicated isolated VPC

‘%, Private subnet

=

AWS Systems Manager
Session Manager

Secure access
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" Gateway VPC endpaint
EC2 instance
(malware detonation host) (Amazon $3)
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Encrypted transfer
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Amazon 33

RE: Your AWS Inquiry [b_ e e r = myma i Toaree' 5 il] [AWS ID o 0 1 amaipn ] wene «

Trust and Safety <trustandsafety@support.aws.com> 12
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Hedla,

Thank you for contacting us. We do allow malware analysis testing on AWS, but there are specific terms and conditions that must be mel and agreed to,
These conditions are not subject te negetiation.

Any abuse report or negative impact on AWS IP reputation that is a result of this activity is cause to disallow it's continuance.

The activity will not impact any AWS service, such as through malware automatically sending denial of service iraffic. Any impact that is a result of this acfivity is cause to disallow it's continuance.
The activity will be conducted using a prescribed architecture and security model. The customer will continuously monitor and assess their assets for any issues that may result.

We also reserve the right to disallow this activity should we determine any negative impact or violation of these terms.

These are general requirements for how a customer should architect their solution:

This will be carried out in a secure VPC

The VPC and instances will have inbound traffic restricted to a sel of IP addresses owned by the customer.

The instances involved will not have public IP addresses.

The instances will not be allowed o send any packets to the internet using an AWS owned source |P address. (Customer can use a VPN, BYOIP or other tunneling mechanism so none of the traffic directly originates from AWS IP Space)
DNS should be disabled in the VPC to prevent malware |locking up command and control domains.

Malware should ba detonated in a sandbox.

Systems involved should be fully patchad and hardened in accordance o security best practicas.

System monitering and logging should be in place and reviewed.

Simulation services, such as INelSim are allowed but must be run within the same VPC as the malware.

Secure 53 bucket and have encryption turned on

If you will meet and agree to the terms and conditions lisled above we will move forward with the approval process.
Please submit your request directly to (httpgi/iconsole aws amazon.comisupporticontactstisimulated-gvents).
Required Information

2 Emergency contact names and phone numbers (Please submit 1 more, we need atleast 2 phane numbers)

Contact Information of the team/person that will be doing the testing: Name, Email Address, Phone Number
Length of time the testing enviranment will be live:



Finish

The configuration of the virtual machine is now complete.

@ & @ L @ @
Ganaral Ciownload Choose Configuration Choose Finish
Infarmation Operating Firmueare Wirtual Disk
System

Virtual Machine Summary
Guest Operating System Windows 11 64-bit Arm
New Hard Disk Capacity 64 GB
Memory 4 GB
Metworking Share with my Mac (NAT)

Device Summary 2 CPU cores, CDO/DVD, USBE Controller,
Sound Card

To change the default virtual machine settings, click Customize Settings. To run the
virtual machine now, click Finish.

Customize Settings
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s =4 218 +3(VMWare)

@ ® 0 B =5 13 & Windows 11 64-bit Arm To release your mouse press: Control-3#
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PE Studio

Process Monitor

Process Explorer

Autoruns

Wireshark

Regshot

https.//www.winitor.com/download

https.//learn.microsoft.com/sysinternals/downloads/procmon

https.//learn.microsoft.com/sysinternals/downloads/process-explorer

https:.//learn.microsoft.com/sysinternals/downloads/autoruns

https://www.wireshark.org/download.html

https://sourceforge.net/projects/regshot/



https://www.winitor.com/download
https://learn.microsoft.com/sysinternals/downloads/procmon
https://learn.microsoft.com/sysinternals/downloads/process-explorer
https://learn.microsoft.com/sysinternals/downloads/autoruns
https://www.wireshark.org/download.html
https://sourceforge.net/projects/regshot/

eo@® I [} LA S & Windows 11 64-bit Arm To release your mouse press: Control-3
mahware bazaar - 48 A MalwareBazaar | Browse malware - X A|-O | E %IOI EC>-I ﬂ
(3] https://bazaar.abuse.ch/browse.php?search=tag%3A+ransomware .
MALWARE bazaar @ o £ Hunting ; ata ~ @ i MalwareBazaar  %|A ME EfT ZHM API MZ  https://bazaar.abuse.ch
o ABUSE®" | G seamriaus Browse Upload Alerts FAQ About Login
See search syntax see below, example: tag:TrickBot Search . . . .
theZoo GitHub, 1S, Q3 MZ https.//github.com/ytisf/theZoo
Search Syntax @
VirusTotal ME CIRZE (]B) https://virustotal.com
Search:
s 1 Malshare AP| 7|8t https://malshare.com

(UTC) SHA256 hash Type Signature Tags Reporter

2025-12- d2f2dcb52f79307c4f974... [ exe [ Makop | [ exe | makop | Ransomware | Anonymous

21 11:47

2025-12-  502f998c0f71fa4120736... [ exe [ exe | Ransomware | moneymous
15 18:43

2025-12- e5834b7bdd70ec904470... O elf [ eif | Ransomware | Anonymous
13 21:06
s

2025-12- 1d1b08a2f0b09dd0f0as5... [ exe [ exe | nsfw | Ransomware |
10 17:08

2025-12-  6d189ef2bdcd62b38901... [ exe RustyStealer [ exe | Lamia | Ransomware |



https://bazaar.abuse.ch/
https://github.com/ytisf/theZoo
https://virustotal.com/
https://malshare.com/
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m d2f2dcb52f79307¢4f9745a169086ff1f2...  2025-12-25 27 958 U=ZIP) 20 ‘eeo swwa Windows 1 64-bit Arm: Network Adapter
i A A e A c O 0 = O T = — ap Connect Network Adapter
& Wireshark-4.6.2-armé4 2025-12-25 2 944 22 ZEOZ e
. This network adapter is configured to use:
] A G 2_25 QX Og-AQ urel =r R g Th | machine shares the IP add f the M
T 1 A5 7 -ae A 1 =L =11 . e virtual machine shares the IP address of the Mac
HEEI E'h I:t gl:: e R = = = = Share with my Mac . on the external network. The Mac provides Network
Address Translation (NAT) for network traffic from
the virtual machine.
ATC C O 0O i1 LSl =4 Bridged Networking
Autoruns 2025-12-25 X8 G40 Uz =L
b= —— @ Autodetect
@ Ol
ProcessExplorer 2025-12-25 28 948 Uz =04 » MR
F; M t WNAE_42_25 DX O-AQ kel =14 e
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=

Advanced options ?
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