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> | VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

SEARCH

Choose file

By submitting data above, you are agreeing to our Terms of Service and Privacy Notice, and to the sharing of your
Sample submission with the security community. Please do not submit any personal information; we are not
responsible for the contents of your submission. Learn more.

@ Want to automate submissions? Check our API, or access your AP key.
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Avast

DETECTI( DETAILS RELATIONS BEHAVIOR COMMUNITY @ 30+
AVG

Baidu
+ Codeinsights

It's ‘dummy viru n antivirus 2 ility to identify and neutralize threats.
b : s Bkawv Pro

is harm i r computer.
most all antivi designed nize EICAR as a potential th

B @
Cynet
Elastic
eScan
Fortinet
{

et Linux_Trojan_XZBackdoor at http: Huorong

t Windows_Trojan_Nanocore at http ithub. ¢ Security

buted b

275a021bbfb6489e54d471899f7dbod1663fc695ec2fe2a2c4538aabf651fdOf

eicar.com.ixt

shell via-tor detect-debug-environment attachment known-distributor direct-cpu-clock-access long-sleeps idle

Antiy-AVL

C' Reanalyze

= Similar

More

Alibaba

obile

Avira (no cloud)

BitDefender

ClamAV

Driveb

ESET-NOD32

Gridinsoft (no ¢

Ikarus




VirusTotal Test(Tf2! A7H - Details, Relation)

.+ T 24 S|AEE|
.+ T

HEQ3 217
e Contacted URLs — o 4 A| H&6H= €l A (C2 AH, CFREE URL §)
o C2 MH{ - Command and Control Server
e Contacted IPs - EAIGH= IP =4
: e Contacted Domains - &=0t= 0|9l
e DNS Resolutions — E0|Q! — |P Bz} 7| =
peidel mrel 2
e Dropped Files — 2 A| FIt2 MMHSH= Y X LHIE 5)
e Bundled Files — f=/AX| ot LjL0| Z2h=l o=
e Embedded URLs - ot FE Ot 5tEZE =l URL
T R : e Execution Parents — O] LY S AlGHA|IZI E2 T2 M| A
= 7IEL 2|
e Itw URLs - In The Wild, &X| == URL
e Referrer Files - O] IS AX6H= L2 O
e Similar Files - & X7} QAo mjd

9
3
3
/95
3
g
)
g




Activity Summary

A Detections
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C Reanalyze Q Search More ™

https://fempresasac.d2g.com/index2.php

empresasac.d2g.com

DETECTION DETAILS COMMUNITY

o B Vendor2| A[O|E FLE||x12| =l

o : e Sophos — "phishing and fraud" (IZ|-&/At7])

0 © e Xcitium Verdict Cloud — "media sharing" (0|C|0] &7)

-  Forcepoint ThreatSeeker — "dynamic dns, information technology"

Lionic (D) Phishtank
. 7[E} AOIE EE
Sophos (1) Abusix ) C
Acronis ADMINUSLabs ¢ o Ji—l%:)IS RedlreCthn %::)'_g_
AlLabs (MONITORAPP) AlienVault © ¢ Y |P _$_ i
alphaMountain.ai Antiy-AVL © c - - L
__ .. o S|AEZ[ =Rl Tt

DETECTION DETAILS COMMUNITY

Categories @

Sophos phishing and fraud

Xcitium Verdict Cloud medi ing

Forcepoint ThreatSeeker dynamic dns. information technology
History @

First Submission
Last Submission
Last Analysis

HTTP Response ©

Final URL

https:/fempresasac.d2g.com/index2.php

Serving IP Address




Basic Properties
C' Reanalyze  More ™
Network
Autonomol tem Number 3
112.216.129.27 (112.216.0.0/16) KR IaetAnS ol oat Autonomous S LG DACOM Corporation
AS 3786 (LG DACOM Corporation ) 3 2 days ago :I;NIC

Continent

Last HTTPS Certificate @
DETAILS RELATIONS COMMUNITY ' 64
ARM Fingerprint
dled2ad2ad22c2ad2ad2ad2adcT
Do you want to automate checks?
Last HTTPS Certificate
CyRadar
Version: V3
Alphasoc Wi spicious Serial Number: 24e4d72c¢82784fc609ele40353b1b@95
Thumbprint: cc811ff7149ba58b8050c3d75e73ba36edf7a33b
Criminal IP i icious Abusix ignature Algorithm:
Issuer: GB , ST=Greater Manchester , L=Salford , 0=Sectigo Limited , (N=Sectigo RSA Domain Validation Secure Server CA
Acronis Clean ADMINUSLabs le Validity
Not Before: 2022-10-10 00:00:00
Not After: 23-10-10 23:59:59
Subject: CN=www.genytour.com
Subject Public Key Info:
Public Key Algorithm : RSA
Public-Key: (2048 bit)
benkow.cc Clean 3 -le Modulus:
) be:@4:42:cc:35: farcc: f8:58:5c:1a:69:12:df:12:
Blueliv ; lean erteg 96:51:ae:07:49:9c:7e:b6:3e:40:5a:92:d8:1@:b
8f:17:29:59:59:9¢ :48:94:81:ad4:ab: 27 F
Chong Lua Dao Clean CINS Army 1d:4e:bd:7b:3f:al:8a:03:a7:db:ea:13:fe:d9:aa:
€0:60:99:0 b:e2:84:71:79:e7:55:20:8d:00:c2:

AlLabs (MONITORAPP) ~) Clean AlienVault

alphaMountain.ai Clean Antiy-AVL

Passive DNS Replication (9)

Date resolved Detections Resolver Domain
2023-09-26 /95 VirusTotal genytour.com

2023-09-26 VirusTotal www.genytour.com
2021-05-21 0 /9 VirusTotal momodesign.net
2021-04-20 ) VirusTotal msgr3.talknow.co.kr
2020-12-27 ) /9 VirusTotal talknow.io
2019-09-29 0 /9 VirusTotal rstudy.net
2018-11-03 ) VirusTotal www.rstudy.net
2015-04-20 ) /9 VirusTotal ill.hanmarket.net

2013-04-01 0/ VirusTotal www.talknow.co. kr




VirusTotal EAHIEI=

=1 =
1. Hash 7|8t AFH X3

o O[O0 EME THRIX| 2F2

e MD5/SHA-256 SiA|ZtO = Z4AH

o It 2 Ol SA| =0l A[ZH-H|E A
2. TE| AIXI EiX] A3t AE

o DI X @E Itsd 11

o 02 ATIOM EIX| Al Ld THsd =3

o THEZ|H X[ O{F =21 (0f]: 1071 AIXIO| 25 "Trojan.Banker'= &)
3. nfg HIE(H|O|E =AM

o CIX|E MY AS - AE gL 2 Al 2A

o LY EfQUAEHT — O2f UMMt= 225 7S

o AE=ZI| EM - =2 AEZ1|= I{jE/Y2} oY

15 - WA B (THY X2))

e Import €4~ - CreateRemoteThread, WriteProcessMemory & $& API

2t - S8 2M(Details, Relation, Behavior 7|4t
Z2M|A EM(Details, Behavior)

« DRA|A QA EIX| - A T2A|A0] OfY T 4

H
o X7t =X =Rl - Startup 4, HIX|AEE| Run 7| 4d
o« HOHASAE - UAC R3] EZER
HIERIZ E2i(Relation, Details)
o C2 AB{ A8 - Contacted IPs/URLs 2tQ!
e DGA(Domain Generation Algorithm) & X| - 2&i2| =091 T
o 00|H /&= - CHEZ outbound E2fH]
nj AJAH ZM(Behavior)
 Dropped files - 37} H¢|0] CH2EE 0{&
o AX| I - Shadow Copy K| Al 2HHEL(|0] 2|4
o Y23 A - Ol T 2K

kl)

ﬁ

HI

1B



